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e-Safety Policy 
 
This e-safety policy has been written by the school, based on various guidance 
documents and to ensure pupils, staff and guest users are aware of the protocols 
for using the internet. It should be read in conjunction with the Sigma’s Code of 
Conduct for Staff and the acceptable use agreements for students and staff 
regarding use of computers. 

 
Educational Purpose  
 

The purpose of internet use in school is to raise educational standards, to promote 
pupil achievement, to support the professional work of staff and to enhance the 
school’s management information and business administration systems.  

Internet use is a part of the statutory curriculum and a necessary tool for staff and 
pupils. 

The internet is an essential element in 21st century life for education, business and 
social interaction. The school has a duty to provide students with quality internet 
access as part of their learning experience where they demonstrate a responsible 
and mature approach to its use, abiding by the E-Safety Policy. 

St Helena School expects all users to use the Internet responsibly and strictly 
according to the conditions outlined in this policy. 

 

Curriculum 
  
The Computer Science / IT Curriculum will teach students how to use the internet 
responsibly and safely. The Programme of Study in Years 7 and 8 will cover the key 
elements of e-Safety outlined in the Department for Education’s guidance 
Teaching Online Safety in Schools, June 2019. 

Students will be taught underlying knowledge and behaviours needed to stay safe: 

● How to evaluate what they see online 
● How to recognise techniques used for persuasion 
● Online behaviour 
● How to identify online risks 
● How and when to seek support 
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They will also be taught how to recognise and avoid the specific risks and harms 
associated with online activity: 

● Age restrictions 
● Sharing content 
● Disinformation, misinformation and hoaxes 
● Fake websites and scam emails 
● Online fraud 
● Phishing 
● Personal data 
● Persuasive design 
● Privacy settings 
● Targeting online 
● Abuse 
● Challenges 
● Content which incites 
● Fake profiles 
● Grooming 
● Live Streaming 
● Pornography 
● Unsafe Communication 

 
Safeguards 
 

● School internet access will be designed expressly for pupil use and will 
include appropriate content filtering. 

● Filtering will be under constant review, with the facility to unblock sites 
of educational value for staff or students and block access to sites 
discovered which are outside of the school’s Acceptable Use 
Agreement. 

● Pupils will be taught what internet use is acceptable and what is not. All 
pupils and staff will be bound by this Policy. 

● Internet access will be planned to enrich and extend learning activities. 
Staff will guide pupils in on-line activities that will support the learning 
outcomes planned for the pupils’ age and maturity. 

● All pupil internet access via school computers will be supervised. This 
means there will be a member of staff in the room who is aware that 
the pupils are accessing the internet. 
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● Students are not allowed to use their personal mobile phones during 
the school day. 
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Guidance on Acceptable Use 
 
Personal Safety 

 
● Pupils must not send or publish personal contact information about 

themselves or other people – this includes home address, mobile 
telephone number, school address, etc – other than for official 
purposes e.g. college applications. 

● Pupils must not access or contribute to on-line forums, chat rooms or 
comment boards associated with web sites, even if those websites are 
not filtered e.g. BBC comments pages.  

● Pupils must promptly disclose to a member of staff any message they 
receive that is inappropriate or makes them feel uncomfortable. 

 
Illegal Activity 
 

● Users must not attempt to gain unauthorised access to the School’s 
Network or go beyond their authorised access. This includes trying to 
log-on through another person’s account or accessing another 
person’s files. These actions are illegal even if only for the purpose of 
“browsing” 

● Users must not attempt to bypass the internet filtering system. Such 
attempts may result in a permanent suspension of Internet privileges 
and disciplinary action. 

● Users must not make deliberate attempts to disrupt the computer 
system or destroy data by spreading computer viruses or by any other 
means. These actions are illegal. 

● Any material that the school believes is illegal will be referred to the 
appropriate authorities. 

 
System Security 

 
● Users are responsible for their individual user area and should take all 

reasonable precautions to prevent others from being able to use it. 
Under no circumstances should users let anyone else know their 
password. 

● Users must immediately notify a system administrator or IT teacher if 
they have identified a possible security problem. Users should not go 
looking for security problems because this could be construed as an 
illegal attempt to gain access. 

● Users should take adequate measures to protect the network from 
inadvertent damage, such as the spread of computer viruses. 
Unchecked disks and USB flash/pen drives must not be used and e-mail 
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attachments that are suspect or from unknown sources should not be 
opened. 

● Users must not download computer programs or files from the Internet 
without permission from a member of staff (pupils) or the Network 
Manager (Staff). 

● Users must not try to load programs onto the School’s network or 
attempt to run programs that are not accessible through their user’s 
standard privileges. 

 

Inappropriate Language 
 

● Restrictions against inappropriate language apply to public and 
private e-mail messages, file names, the content of files and material 
posted on Web pages 

● Inappropriate language includes obscene, profane, lewd, vulgar, rude, 
inflammatory, threatening, swearing or disrespectful language. 

 
Misuse of Communication Services 

 
● This section applies primarily to email. However, it also applies to any 

other form of communication which takes place across the school 
network, or on the school site via personal mobile phones. 

● Users must not distribute information that could cause damage or a 
danger of disruption. 

● Users must not harass another person. Harassment is persistently acting 
in a manner that distresses or annoys another person. If a user is told by 
someone to stop sending messages, then they must stop. 

● Users must not knowingly or recklessly distribute false or defamatory 
information about a person or organisation. 

● Pupils must not forward a message that was sent privately without the 
permission of the person who sent the message. 

● Pupils must not email private information about another person. 
● Users must not distribute chain letters or engage in “spamming”. 

Spamming is sending an annoying or unnecessary message to a large 
number of people. 

● Pupils must not use online communication services in lessons without 
permission from the member of staff taking the lesson. 
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Misuse of Resources 
 

● There are only a limited amount of computers available outside of 
lesson time. Priority will be given to those pupils who need access for 
educational or career purposes and pupils given access must use the 
internet only for those purposes. 

● All users must avoid unnecessary printing.  
● Accessing and playing games on the Internet is not permitted outside 

of the dedicated IT room made available for such purposes at 
lunchtime.  

● For copyright reasons, pupils must not use their network area to store 
executable files (programs) or non-educational multi-media files, such 
as MP3s or video clips. 

● Shared areas on the School’s network are for transferring files and all 
users are responsible for their removal when they are no longer 
needed. If any users place an inappropriate file in a shared area, 
disciplinary action may result. 

● Listening to on-line radio broadcasts or watching website video clips 
online slows the network. Unless this is for an educational reason 
authorised by a member of staff, this is not permitted. 

 
Monitoring of the Network 
 

● For safeguarding reasons, all users should not expect privacy relating to 
their use of the network. Any and all communication and data stored 
on, or sent via the school network may be monitored by automated or 
manual systems. 

● Monitoring may include communication sent over the school’s wi-fi 
service from personal devices which have connected to that service. 

● Routine maintenance and monitoring of files stored on the School’s 
network may lead to discovery that users have violated this policy or 
the law. 

● Routine monitoring of user logs, user files and the screens of users using 
the internet may lead to discovery that users have violated this Policy 
or the law. 

● An individual search will be conducted if there is a reasonable 
suspicion that this Policy has been violated. The investigation will be 
reasonable and related to the suspected violation. 

● St Helena school has a monitoring solution Impero Education Pro to 
ensure student safety while in use of computers whilst on the school site. 
Impero allows staff to view what students are doing on the computer 
live during lessons and control the content available to them in the 
classroom environment. Impero contains an editable keyword library 
which picks up inappropriate or extremist language and logs it with a 
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screenshot, timestamp and student user information. The incident is 
then brought to the attention of staff via an alert prompt.  

 
Personal Devices 
 

● Pupils may not bring portable computing devices (tablets/Ipads) into 
school unless they are to be used in the context of a special 
educational need.  

● Mobile phones and other electronic devices are not be used in school 
but must be switched off at all times.  

● Mobile phone cameras should not be used at any time. 
● The school accepts no responsibility for any loss or damage of any 

personal devices brought in to school by pupils. 
● A pupil’s device may be confiscated and parents required to collect 

the device from school if a pupil fails to follow a teacher’s instructions 
regarding its use.  

● The school recognises the potential conflict between the pupil’s right to 
privacy and the need to investigate incidents of misuse involving 
personal devices. Parental consent will therefore be sought, where 
possible, before any examination of such devices is undertaken by 
school staff. In cases where criminal activity is suspected, no 
examination will be made by school staff and all devices will be 
handed to the police for investigation. 

● New and emerging personal technologies will be examined for 
educational benefit and a risk assessment will be carried out before 
use in school is allowed. 

 
Policy Violations 

 
● St Helena School will cooperate fully with local or government officials 

in any investigation related to any illegal activities conducted through 
the school’s network. 

● Misuse of the Internet or email may result in access to these facilities 
being suspended or removed. Further disciplinary action may also 
result for any user found to be in breach of this code. 
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Parental Guidance 
 

Due to the proliferation of social media sites, we offer the following guidance to                           
parents on their child’s use of social media: 

● Many social media platforms, especially Facebook, have minimum 
age restrictions. Facebook has a minimum age of 13. It is strongly 
recommended that parents adhere to these requirements, as they are 
in place for the protection of the child. 

● Social media platforms also have increased and built-in 
child-protection features for children aged 13 to 16. If your child has 
lied about their age to secure a page on these sites, these features 
may not be activated. 

● These features include automatic priority of bullying and harassment 
notifications; automatic monitoring of uninitiated contact by an adult 
with no friends in common with any concerns forwarded to law 
enforcement. 

● The average child on Facebook has 300+ friends. It is important to 
discuss with your child the implications of a “friend” on Facebook, and 
security features they need to place on their account. 

Useful links: 
 

Essex Safeguarding Children 
Board:  http://www.escb.co.uk/en-gb/parentscarers/stayingsafeonline.aspx 

NSPCC Share 
Aware: https://www.nspcc.org.uk/preventing-abuse/keeping-children-safe/onlin
e-safety/ 

Net Aware: https://www.net-aware.org.uk/# 
UNICEF – Growing up 

Online: http://www.unicef.org/endviolence/endviolenceonline/files/UNICEF_Gro
wing-up-online.pdf 

Parent Info (Lots of useful links on the ‘Experts’ tab): http://parentinfo.org/ 
Marie Collins Foundation (for information on chat room safety, grooming, cyber 

bullying, internet stalking and internet 
safety):  http://www.mariecollinsfoundation.org.uk/useful-links 

Think U Know (for information on which sites are safe or not safe 
online): www.thinkuknow.co.uk 

BBC Bitesize activity (KS3 
students): http://www.bbc.co.uk/bitesize/ks3/ict/history_impact_ict/esafety/acti
vity/ 

Child Exploitation and Online Protection Centre 
(CEOP): https://www.ceop.police.uk/safety-centre/  
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UK Safer Internet Centre: http://www.saferinternet.org.uk/ 
Internet Matters (Helping parents keep their children safe 

online): https://www.internetmatters.org 
The Parent Zone: https://parentzone.org.uk/ 
ParentINFO: http://parentinfo.org/ 
Updated links can also be found on the Student Welfare section of the St Helena                             
School website. 
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